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WHY STUDY ETHICAL HACKING? KNOW THE DETAILS  

Ethical Hacking is also called Penetration Testing. It is an act of intruding/ penetrating into 

the system or network to discover threats and vulnerabilities which a hacker may find and 

exploit leading to loss of data, money etc. The purpose of ethical hacking is to tighten the 

security in the system by solving the vulnerabilities found. Ethical hacker’s modus operandi 

is the same as the criminal hackers but with the permission of the authorities. 

Studying ethical hacking can provide several benefits, including: 

1. Cybersecurity: With the increasing dependence on technology and the internet, the 

need for cybersecurity is paramount. Studying ethical hacking can provide a solid 

understanding of cybersecurity, allowing you to identify vulnerabilities in systems 

and networks and develop strategies to prevent cyberattacks. 

2. Career opportunities: As the threat of cybercrime increases, the demand for skilled 

ethical hackers is also on the rise. Studying ethical hacking can open up several career 

opportunities, including security analyst, penetration tester, and network security 

engineer. 

3. Business protection: Ethical hacking skills can also benefit businesses, as they can 

help protect against cyberattacks, data breaches, and other security threats. By 

identifying vulnerabilities before malicious hackers can exploit them, ethical hackers 

can help businesses protect sensitive data and maintain customer trust. 

4. Legal and ethical understanding: Ethical hacking involves ethical and legal 

considerations that must be taken into account when performing security assessments. 

Studying ethical hacking can help you understand the legal and ethical implications of 

your actions and ensure that you comply with relevant laws and regulations. 

5. Personal protection: Studying ethical hacking can also help you protect your own 

personal information and devices from cyber threats, as you will gain a better 

understanding of how to identify and prevent attacks. 
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COURSE DETAILS:  

Module 1:2 Hours - 3 Topics 

 Introduction: (Day 1) 
o What is Ethical Hacking 

o What are the different types of hackers 
o Five phases of hacking 

o Scope of Ethical Hacking 

 Brush up Linux (Optional) (Day 1) 

 Brush up networking (Optional) (Day 1) 

Module 2:2 Hours - 3 Topics 

 Information Gathering: (Day 2) 
o Passive Information Gathering 

o Active Information Gathering 
o Five phases of hacking 

o Scope of Ethical Hacking 

 Brush up Linux (Optional) (Day 2) 

 Brush up networking (Optional) (Day 2) 

Module 3:2 Hours - 1 Topic 

 Scanning (Day 3) 

Module 4:2 Hours - 1 Topic 

 System Hacking: (Day 4) 
o Introduction to Metasploit Framework 
o Exploit MS17-010 Vulnerability 

o Reverse TCP Connection 

Module 5:2 Hours - 1 Topic 

 System Hacking (Cont.): (Day 5) 
o Privilege Escalation using post exploit bypassuac and getsystem 

o Reverse connection in different network using port forwarding 

o Android hacking using reverse TCP connection 

Module 6:2 Hours - 1 Topic 

 System Hacking (Cont) (Day 6) 
o Show software based vulnerabilities (Badblue/iceblaster) 

Module 7:2 Hours - 1 Topic 

 System Hacking (cont) (Day 7) 
o Introduction to Active Directory 
o Explain OU, DC, TREE, FOREST 

o Explain LDAP 

o Explain how AD works 

o Explain smb share 
o Explain SPN 



Module 8:2 Hours - 1 Topic 

 System Hacking (cont) (Day 8) 
o Introduction to Kerberos 
o Explain how Kerberos works (Authentication Server, Ticket Granting 

Server, TGT etc) 

o Explain Kerberoasting attack 

o Mention 
o ASREPROASTING 

o Golden Ticket 

Module 9:2 Hours - 1 Topic 

 System Hacking (Cont.): (Day 9) 
o Malware (Different types of Malware, Virus and Trojan) 

o AV bypass 

Module 10:2 Hours - 2 Topics 

 Sniffing using Wireshark (Day 10) 
 Man In the Middle Attack using the concept of ARP poisoning (Day 10) 

Module 11:2 Hours - 2 Topics 

 Cryptography (Day 11) 
o Symmetric Encryption Algorithm 

o Asymmetric Encryption Algorithm 
o Hash Algorithm 

 Steganography (Day 11) 

Module 12:2 Hours - 1 Topic 

 Wireless Attacks (Day 12) 
o Explain WiFi attacks (Deauth packets) 

o Explain WiFi 4 way handshake 

o Explain the attack scenario and procedure 

o Explain fake access point attacks 

Module 13:2 Hours - 1 Topic 

 Website Attacks (Day 13) 

Module 14:2 Hours - 1 Topic 

 Website Attacks(cont) (Day 14) 
o Explain XSS attacks 
o Explain different types of XSS attacks 

o Prevention 

Module 15:2 Hours - 1 Topic 

 Website Attacks(cont) (Day 15) 
o Explain sql injection attacks 

o Explain different kinds of sql injection attacks 

 error based 



 boolean based 

 union based 

 Mention: blind/time based 
o Prevention 

Module 16:2 Hours - 1 Topic 

 Website Attacks (cont) (Day 16) 
o Explain CSRF attacks and prevention 
o Explain cookie stealing, session hijacking 

o Show a login brute force example 

o Talk about how to prevent such attacks 

Module 17:2 Hours - 1 Topic 

 Website Attacks (cont) (Day 17) 
o Show data tampering attacks 

o Phishing Attack 

o File upload vulnerability 

Module 18:2 Hours - 1 Topic 

 IOT Hacking (cont) (Day 18) 
o Explain various attack vectors in IOT hacking 

Module 19:2 Hours - 2 Topics 

 DOS and DDOS attacks (Day 19) 
 Cloud based attacks: (Day 19) 

o Explain cloud based attacks vectors 

Module 20:2 Hours - 2 Topics 

 IDS (Day 20) 
 IPS (Day 20) 

 

 

 

  



ISOEH FACULTY 

 

Name  Academic Qualification  

Sandeep Sengupta CISA, Lead Auditor, 24 years’ experience as an ethical hacker. 

Somdeb Chakraborty M.Sc in Computer Science (CEH, CCNA, CHFI) 

Saumitra Biswas M.Tech CS, MSc Statistics, expert - AI / ML & Data science 

Saugata Sil MCA, Certified Ethical hacker 

Debasmita Basu MSc Forensics (Makaut - P) 

Arindam Manna B.Tech CS, IoT security expert 

Pankaj Kumar Roy Expert - Network, AWS; 7 years of industry experience 

Partha Pratim Chakraborty BSc - CS, Cyber Security Expert, CEH 

Tanay Bag MSc, Cyber Security expert 

Saptarshi Kundu  BSc CS (CU), IoT security expert, exploit writer 

Anirban Sarkar MCA, Cyber Security expert 

 

  



 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 


